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Online Safety Policy  
Online Safety includes all internet use from electronic communications such as 
mobile phones, computers and tablets.  It highlights the need to educate children 
and young people about the benefits and risks of using the internet and provides 
safeguards and awareness for users to enable them to control their online 
experiences. 

 

Online Safety depends on effective practice at a number of levels: 

 Responsible use of internet access and devices by all staff and students; 
encouraged by education and made explicit through published policies. 

 Sound implementation of online safety policy in both administration and 
curriculum, including secure school network design and use. 

 Safe and secure broadband with effective filtering systems. 

 

The school has three Online Safety Co-ordinators. These are the Head, Computing 
Co-ordinator and Bursar.  

Online Safety in the Curriculum  

Why Internet use is important 

 The Internet is an essential element in 21st century life for education, business 
and social interaction. The school has a duty to provide pupils with quality 
Internet access as part of their learning experience. 

 Internet use is a part of the statutory curriculum and a necessary tool for staff and 
pupils. 

 

Internet use enhances learning 

 The school Internet access is designed expressly for pupil use and includes 
filtering appropriate to the needs of the curriculum. 

 Pupils will be taught what Internet use is acceptable and what is not.  They will be 
given clear objectives for Internet use. 

 Internet access will be planned to enrich and extend learning activities. Access 
levels will be reviewed to reflect the curriculum requirements and age of pupils. 

 Staff should guide pupils in online activities that will support the learning 
outcomes planned for the pupils’ age and maturity. 

 Pupils will be educated in the effective use of the Internet in research, including 
the skills of knowledge location, retrieval and evaluation. 

 Use of mobile phones in school is not permitted to ensure that access to the 
internet at during school hours is filtered for the appropriate needs of the 
curriculum.   
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Pupils will be taught how to evaluate Internet content 

 The school ensures that the use of Internet derived materials by staff and pupils 
complies with copyright law. 

 Pupils should be taught to be critically aware of the materials they read and 
shown how to validate information before accepting its accuracy. 

Managing Information Systems 

Information systems security 

 The security of the school information systems will be reviewed regularly. 

 Virus and Spyware protection will be installed and updated regularly. 

Management of e-mail  

 Users may only use approved e-mail accounts. 

 Users must immediately tell a teacher or online safety co-ordinators if they 
receive offensive e-mail. 

 Users must not send jokes or other materials that the receiver may find offensive 

 Pupils must not reveal personal details of themselves or others in e-mail 
communication, or arrange to meet anyone without specific permission. 

 Whole class or group email addresses should be used in school. 

 E-mail sent to external organisations should be written carefully and authorised 
before sending, in the same way as a letter written on school headed paper. 

 The forwarding of chain letters is not permitted. 

 

Publishing pupil’s images and work  

 Pupils’ full names will not be used anywhere on the website or blog, particularly in 
association with photographs. 

 Written permission from parents or guardians will be obtained before images of 
pupils are electronically published. 

 Work can only be published with the permission of the pupil and parents. 

 Westfield has an agreement with parents for the use of photos on the internet 

 

Digital Cameras 

 Staff should use school cameras only to photograph children in school. 

 Photographs should only be taken with the parents’ prior written permission and 
only to support teacher assessment and for display in school. 
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 Photos are saved on the school server. 

 

Mobile Phones  

 Use of mobile phones in school is not permitted to ensure that access to the 
internet at during school hours is filtered for the appropriate needs of the 
curriculum.   

 Pupils in Years 5 & 6 are permitted to bring mobile phones into school but these 
must be handed to the class teacher for safe keeping during the school day.   

 Similarly, mobile phones must be handed in to the Breakfast Club and After 
school Club Managers for safe keeping during extended school hours.   

 

Social networking and personal publishing 

 The local authority and school will block/filter access to social networking sites 
and newsgroups will be blocked unless a specific use is approved. 

 

 The school will use Facebook as a method of communication with parents.  For 
further school guidance on the use of social networking sites, please refer to the 
Social Media Policy. 

 Pupils and staff will be advised never to give out personal details of any kind 
which may identify themselves or others and/or their location.  

 

Managing Filtering 

 The school will work with the LA, DfES and the Internet Service Provider to 
ensure systems to protect pupils are reviewed and improved.  

 If staff or pupils discover unsuitable sites, the URL must be reported to the Online 
Safety Coordinator. 

 
Assessing risks  
The school will take all reasonable precautions to prevent access to inappropriate 
material. However, due to the international scale and linked nature of Internet 
content, it is not possible to guarantee that unsuitable material will never appear on a 
school computer. The school cannot accept liability for the material accessed, or any 
consequences of Internet access. 
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Handling e-safety complaints  

 Complaints of Internet misuse will be dealt with by a member of SLT. 

 Any complaints about staff misuse must be referred to the Headteacher. 

 Complaints of a child protection nature must be dealt with in accordance with 
school child protection/safeguarding procedures. 

Community use of the Internet  
All use of the school internet connection by community and other organisations shall 
be in accordance with the e-safety policy. 

Introducing the policy to pupils 

 Online Safety rules will be posted in rooms with Internet access. 

 Online Safety will form an integral part of the curriculum and will feature in all 
lessons involving internet access.   

 Users will be informed that network and Internet use will be monitored. 

Staff and the e-safety policy  

 All staff will be given the School Online Safety Policy and its application and 
importance explained. 

 Staff should be aware that Internet traffic can be monitored and traced to the 
individual user.  Discretion and professional conduct is essential. 


